This study explores factors that influence the development of a "privacy concern" in adolescents and whether the development of such a privacy concern leads to the adoption of behaviors that can help teens protect themselves from risks associated with divulging private information when using the Internet. Results of the analyses indicate there are a number of predictors significantly associated with the development of a privacy concern in adolescents. Furthermore, results of the analyses suggest that heightening adolescents' concern for their privacy will lead to a greater likelihood that they will use a number of different privacy-protecting behaviors.
INTRODUCTION
The discussion and debate surrounding the issue of consumer privacy has grown as more and more consumers become Internet users. Today, industry reports suggest 60% of the U.S. population is online, with adolescents marked as the heaviest users of the Internet (Newburger, 2001; Pastore, 2002a Pastore, , 2002c Pastore, , 2002d . A recent study released by the U.S. Department of Education reports 95% of U.S. schools were Internet connected in 1999, up from 30% in 1994 (Williams, 2000) whereas another industry report suggests 9 of 10 U.S. school-age children have access to the Internet (Newburger, 2001) . Teens use the Internet not only heavily but also widely. Unlike other segments in the market, adolescents use the Internet for a wide variety of purposes including chatting, e-mailing, shopping, surfing, schoolwork, playing games, and downloading music (Georgia Institute of Technology, 2002; Pastore, 2002b) .
The combination of this heavy Internet usage along with steady increases in the acquisition of discretionary income has made adolescents a segment that is difficult for the commercial market to ignore. In 2004 alone, teens spent $175 billon on products (M. Wells, 2004) . Other industry reports suggest teens not only have their own money to spend but also influence between $200 and $500 billion of household purchases (Colkin, 2001 ). Compared to previous generations, today's adolescents not only have more money but also more time to spend it, given the round-the-clock shopping opportunities offered by the Internet.
A major downside of the heavy Internet usage pattern of adolescents is that, combined with their underdeveloped consumer socialization skills, this segment is then particularly vulnerable to the risks associated with failing to protect their online privacy. In particular, three privacy risks that adolescents must confront when they go online are profiling, identity fraud, and sexual exploitation.
Profiling
Profiling involves the systematic gathering of information via the Internet to "understand the characteristics and behavior of specific target groups" (Strauss & Frost, 2001, p. 154) . Historically, firms have collected demographic information from consumers. However, the Internet provides a means by which companies can collect information across various traits and interests (Wiedmann & Buxel, 2002) , and this information may be "matched" in some cases, with a person's identity including name, address, and phone number (Mello, 1999) . When Web site tracking information is matched to the users' Internet behavior (such as which Web sites they visited or what they said in a chat room and/or discussion board), the user may unknowingly divulge information he or she did not want others to know, for example, sexual orientation, medical conditions, political views (Charters, 2002) . Such information could be damaging to teens if current and/or potential future employers could gain access to it as part of their background checks.
Identity Fraud
Identity fraud is described as "the use of someone else's identifying information to commit fraud" (Gaps, 2002, p. 16) . Identity fraud cost the United States $56 billion in 2003. Ninety percent is paid by financial institutions and government, while consumers pay 10% of the cost. The average consumer spends between 15 and 60 hours and $1,180 trying to rectify identity fraud (Mercuri, 2006) . According to Internet Fraud Watch, consumers lost an average of $484 to Internet-related fraud including identity fraud (McKay, 2002) . Another report indicates the risk is not only monetary-theft victims spend approximately 175 hours rectifying the situation (S. Wells, 2002) . Historically, identity fraud was committed by a pickpocket or criminal intent on finding information by searching through garbage bins. Today, the Internet facilitates an increasing number of transactions, creating a wealth of information in databases that criminals can access online (e.g., names and addresses, bank and credit card account information, driving records, fingerprints, tax identification information, and social security numbers; Saunders & Zucker, 1999) .
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Sexual Exploitation
The most alarming privacy risk for the adolescent segment when using the Internet is sexual exploitation by a stranger. Historically, predators sought children gathered in public places, such as playgrounds and malls; however, the Internet provides a nonpublic forum for predators to lure a vulnerable child (U.S. Department of Justice, 2001) . Moreover, the Internet feels safe to children because it offers the perception of anonymity and is accessed from the safety of the inner walls of their own home (Kehoe, Pitkow, & Morton, 1997) .
The Crimes Against Children Research Center, a nonprofit child advocacy group based at the University of New Hampshire, interviewed 1,501 youths ages 10 to 17 years that regularly use the Internet (Finkelhor, Wolak, & Mitchell, 2002) . Their findings suggest that one in five teens (77% of which are age 14 years or older) have received an unwanted sexual solicitation via the Web; only 24% of teens told a parent about the solicitation (29% told a peer); and 75% of teens were not frightened by the online solicitation.
These statistics indicate that the perception of anonymity and safety experienced by youth while using the Internet is a false one. Prior research also suggests that teens may lack a sufficient concern about the consequences of disclosing their private information. Nearly 75% of children age 10 to 17 years indicated they thought it was "okay" to reveal private family information in exchange for gifts, 65% said they were willing to disclose the name of their favorite store (Turow & Nir, 2000) . Researchers have found a relationship between a consumer's knowledge of online data collection activities and consumers' ability to protect their privacy (Nowak & Phelps, 1992) . Therefore, those consumers (young and old) who have a thorough understanding of online data collection activities and the potential consequences of divulging their private information are generally better able to protect their interests when using the Internet.
CONCERN FOR PRIVACY
Background
There are various definitions of consumer privacy; however, the common thread is consumer control (Milne, 2000) . In other words, consumer privacy centers on one's ability to control the collection, use, and distribution of one's private information. Control is becoming harder to maintain. In today's society, personal information is bought and sold like other commodities (Spinello, 1998) . For example, three corporations that collect and sell credit history information-Trans Union, Equifax, and Experian-maintain files on more than 90% of the U.S. adult population. Moreover, there are more than 30,000 commercially available lists on various categories of U.S. purchasing behavior and more than 100 million consumers are profiled (Etzioni, 2000) .
It is no surprise that as the collection, use, and distribution of private information increases, so do reports highlighting consumer concern over privacy protection. Statistical Research Inc. found that two thirds of active Internet users abandon sites that ask for personal information (Pastore, 2002c like control over what information is collected and how the information is used (Pastore, 2002a) .
Concern for Privacy and Adolescents
Although there are few official marketing databases that collect information on children and teens, there are countless databases that house information on teen consumers that is subsequently sold to third parties. Lists are derived from sources such as loyalty programs, birthday clubs, youth programs, magazine subscriptions, catalogs, product warranty registration, and now the Internet (Mark, 2001) . The difference between the Internet and other list-generating entities is degree of parental control. For example, lists collected via loyalty programs, birthday clubs, and magazine subscriptions are "filtered" through parents who consent to their child's participation. Prior to 1998, however, marketers could legally collect information from any willing participant via the Internet regardless of age, and without intervention or permission of any entity. As a result of a report generated by the Center for Media Education, congressional hearings were scheduled to learn more about the collection of data from minors via the Internet, resulting in the Children's Online Privacy Protection Act (COPPA) being signed into law (Center for Media Education, 1996) .
COPPA prevents marketers from collecting data from children younger than age 13 years without the express consent of parents (COPPA, 1998) . The privacy of those age 13 years and older is not protected by the COPPA law however. Thus under existing law, adolescents are treated the same as adults, making it imperative that teens develop the concern for privacy necessary to enable them to protect their private information.
The purpose of the current research was to investigate the factors that influence whether or not teens develop a concern about protecting their online privacy and the degree to which such a concern was associated with the adoption of behavior that will assist them in avoiding the risks associated with the disclosure of personal information. The first part of the analysis seeks to identify antecedents of adolescent privacy concern. The goal here is to provide more insight into which teens are most likely to have privacy concerns, and conversely, which may be most at risk for divulging private information online. The second part of the analysis examines whether or not concern for privacy leads to the adoption of privacy-protecting behaviors. This part of the study closely mirrors that of Sheehan and Hoy (1999) who explored such relationships among the adult population. A model laying out all the relationships tested in both analyses is presented in Figure 1 .
PART 1: PREDICTORS OF ADOLESCENT CONCERN FOR PRIVACY
Part 1 seeks to identify antecedents of teen concern for privacy. Moschis and Churchill's (1978) consumer socialization framework is used to evaluate and assess the development of adolescent privacy concerns and privacy-protecting behaviors. Consumer socialization is the process by which children and adolescents acquire skills, knowledge, and attitudes relevant to their role as consumers 236 FAMILY AND CONSUMER SCIENCES RESEARCH JOURNAL in the marketplace (current and future). The issue of privacy concern has not been previously explored using the consumer socialization construct: It is believed that protection of one's privacy in today's Internet-connected society is a necessary and important "outcome" in the consumer socialization process of adolescents.
The consumer socialization process has four components (McLeod & Chaffee, 1972; McLeod & O'Keefe, 1972; Moschis & Churchill, 1978; Ward, 1974 ):
• Sociostructural variables: variable that describes age, gender, socioeconomic status, ethnicity, and any other demographic variables that describe the social environment in which the child learns and is typically used as controls in empirical or experimental studies, • Socialization agents: those who influence the learner by frequency of contact, primacy over the child, and/or control over the administration of rewards and punishments (the three primary socialization agents are parents, peers, and the media), Note: H= hypothesis. H1: Older teens will have a higher privacy concern than younger teens will. H2: Females are more concerned with protecting their privacy than males. H3: Household size will have a negative effect on a teen's privacy concern. H4: Concept-oriented family communication is positively related to teens' privacy concern. H5: Socio-oriented family communication is negatively related to teens' privacy concern. H6: Susceptibility to informative peer influence is positively related to teens' privacy concern. H7: Susceptibility to normative peer influence is positively related to teens' privacy concern. H8: Frequency of Internet usage at home and school is positively related to teens' privacy concern. H9: Teens who have e-mail addresses may differ from those who do not have e-mail addresses in privacy concern. H10: The more concerned an adolescent is with protecting his or her privacy, the less frequently he or she will read unsolicited e-mail. H11: The more concerned an adolescent is with protecting his or her privacy, the less frequently he or she will register at Web sites. H12: The more concerned an adolescent is with protecting his or her privacy, the more frequently he or she will provide inaccurate information when registering at Web sites. H13: The more concerned an adolescent is with protecting his or her privacy, the more often he or she will notify Internet service providers (ISP) about receiving unsolicited e-mails. H14: The more concerned an adolescent is with protecting his or her privacy, the more frequently he or she will request removal from e-mail lists. H15: The more concerned an adolescent is with protecting his or her privacy, the more frequently he or she will send the sender of unsolicited e-mails a highly negative response (e.g., "flaming").
• Agent-learner relationships: the methods of learning such as "modeling" (i.e., imitation), "reinforcement" (i.e., rewards and punishments), or "social interaction" (i.e., a combination of the two), • Learning outcomes: the knowledge, skills, and attitudes acquired through prior consumer socialization experiences (i.e., concern for privacy).
In Part 1, the analysis of sociostructural variables helps identify which teens may be most at risk for divulging their private information online. To evaluate influence of socialization agents, causal relationships between privacy concern and variables representing each of the three main types of socialization agents-parents, peers, and the media-are examined. The third causal component in the consumer socialization framework, agent-learner relationships, was not in the scope of the current study.
Theoretical Discussion and Hypothesis
Sociostructural characteristics. Conventional wisdom suggests that older teens will be more concerned about protecting their privacy than will younger teens. Moore and Stephens (1975) found older adolescents score higher on determining the price accuracy of products than younger adolescents. Moschis and Churchill (1978) found age was the strongest predictor of consumer knowledge (older teens have more consumer knowledge than younger teens), and they also found older, versus younger, teens were more likely to perform "socially desirable consumer behaviors" and were better able to manage consumer finances. Finally, they observed older teens had a more negative view of advertising than their younger counterparts, which may imply teens with more experience in the marketplace are better able to discern the intent of advertisers. In addition, a study by the Pew Internet and U.S. Life Project found younger U.S. citizens were less concerned about Internet fraud than older U.S. citizens (Fox, 2001 ).
Hypothesis 1: Older teens will have a higher privacy concern than younger teens will.
It is also expected that females will be more concerned about protecting their privacy than males. Research confirms that females have a greater fear of danger (Harris & Miller, 2000) , and of being the victims of aggression or crime (see Chiricos, Eschholz, & Gertz, 1999 , and citations within) than males.
Hypothesis 2: Females are more concerned with protecting their privacy than males.
With regard to household size, prior research has shown that the number of siblings in the home has a negative effect on education and learning (Steelman, Powell, & Werum, 2002) . According to Steelman et al., "One pattern repeatedly observed in the literature is that as the number of siblings increases the intellectual development of subsequent siblings is impaired (operationalized typically by performance on standardized test scores)" (p. 244). There is some support in literature, however, for a positive relationship between household size and consumer socialization. Steelman et al. pointed to two studies that show household size may foster educational attainment (Guo & Van Wey, 1999; Zajonc & Markus, 1975) . Despite these contrary findings, the majority of the literature supports expectations of a negative relationship between household size and privacy concern.
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Hypothesis 3: Household size will have a negative effect on a teen's privacy concern.
Socialization Agents
Consumer socialization research has consistently identified parents as a major source of influence on the consumer socialization of children and adolescents (Carlson, Grossbart, & Stuenkel, 1992; Carlson, Grossbart, & Walsh, 1990; Carlson, Laczniak, & Walsh, 2001; Mascarenhas & Higby, 1993; McNeal, 1987; Meyer, 2000; Miller, 1998; Moore & Moschis, 1981) . Parental influence has been linked to consumer-learning outcomes such as materialism and marketplace knowledge, (Mangleburg & Bristol, 1998; Moschis & Churchill, 1978; . Early consumer socialization studies focused on frequency of communication to capture the parental influence; however, more recent studies have explored parental influence in terms of the type of parental communication used in the home (Moschis, 1985) . Parents who use concept-oriented family communication allow teens to explore the world around them and to develop their own opinions based on life experience. Carlson et al. (1992) found concept-oriented communication fosters the development of consumer competencies and problem-solving abilities. Thus, it is hypothesized that a concept-oriented communication style will produce more media-savvy teens who will be more protective of their privacy when online. Parents who use socio-oriented communication promote deference to authority to maintain harmony in the home (Carlson et al., 1992) . It is expected that teens raised in a socio-oriented environment will be more likely to trust those whom they perceive as having authority over them. Teens may consider companies doing business online to be authority figures, in that teens may think they have the legitimate authority to set the rules and requirements for visiting their Web sites. Thus if teens enjoy visiting a particular Web site, they may feel the operators of that site have the right and/or authority to ask them personal questions in return for granting them access. In addition, socio-oriented teens may be less likely to question the motivation of online businesses when they solicit their private information.
Hypothesis 5: Socio-oriented family communication is negatively related to teens' privacy concern.
The consumer socialization framework also identifies peers as a major source of influence on the consumer socialization of teens. Previous studies have linked peer influence to the development of skepticism to advertising, and materialism (Achenreiner, 1997; Mangleburg & Bristol, 1998) . Specifically, Mangleburg and Bristol (1998) linked informative peer influence to the development of skepticism to advertising. Informative peer influence refers to one's willingness to accept and internalize information from another (Bearden, Netemeyer, & Teel, 1989) . We expect that peers will provide one another with information about the potential consequences of failing to protect one's privacy and that this, in turn, will generate greater privacy concerns in those who are more likely to accept such peer influence.
Hypothesis 6: Susceptibility to informative peer influence is positively related to teens' privacy concern.
Alternatively, normative peer influence refers to teens' susceptibility to make decisions that conform to the expectation of the group (Bearden et al., 1989) . We assume that if peers are actively engaged in protecting privacy when using the Internet, and this is an observable and desired group trait, susceptibility to normative peer influence will be related positively to the development of privacy concern in adolescents. We argue susceptibility to peer influence will lead to more concern for privacy as peers rely on friends for other consumer-based skills and knowledge. Previous studies have found that higher levels of advertising skepticism (Mangleburg & Bristol, 1998) and increased materialism (Churchill & Moschis, 1979; Moschis & Churchill, 1978) in teens that use peers as sources of information. Mangleburg and Bristol (1998) , however, reported a negative relationship between skepticism and teens who conform to peer group norms (susceptibility to normative peer influence).
Hypothesis 7: Susceptibility to normative peer influence is positively related to teens' privacy concern.
Along with parents and peers, the other main socialization agent is the media. In the context of understanding differences in the development of Internet privacy concerns by adolescents, the most relevant media would seem to be the Internet itself. In particular, it is believed that Internet usage may be a key driver of adolescent concern for privacy. This is hypothesized for two reasons. First, heavier users of the Internet may be more aware of the risks related to divulging their private information online because their heavy usage may have made them more savvy users of that medium. To our knowledge no research has been conducted that explores the impact of the Internet on the consumer socialization process of adolescents, though studies on other media have shown links between media usage and the development of consumer affairs knowledge and skepticism (Mangleburg & Bristol, 1998; Mascarenhas & Higby, 1993; Moschis & Churchill, 1978; . Second, heavy usage of the Internet may put users more at risk for having their private information divulged, thus heightening the perceived need of frequent users to protect their privacy.
Hypothesis 8: Frequency of Internet usage at home and school is positively related to teens' privacy concern.
To further account for the impact of Internet use on the development of privacy concern in adolescents, we compare those teens that have e-mail addresses to those who do not have e-mail addresses. Pastore (2002d) reported that e-mail is the most popular Internet application. Of those who use e-mail and have switched e-mail accounts, the primary reason for doing so is privacy related. In other words, e-mail users are concerned about protecting their privacy and will often change e-mail addresses to avoid spam being contacted by companies without permission (Pastore, 2002d) .
Hypothesis 9:
Teens who have e-mail addresses may differ from those who do not have e-mail addresses in privacy concern.
PART 2: THE EFFECT OF CONCERN FOR PRIVACY ON PRIVACY-PROTECTING BEHAVIORS
Part 2 examines the extent to which teen concern for privacy leads to the adoption of behaviors that will aid in protecting them from the risks associated with Internet-based privacy invasion. This purpose of the current analysis is to validate the belief that developing a concern for privacy among teens will lead to an increased use of protective action. Linkages between concern for privacy and privacy-protecting behaviors suggest that educational campaigns aimed at making teens more aware of the threats to their online privacy, as well as the consequences of these threats (profiling, fraud, and sexual exploitation), may be an effective strategy for influencing teens to be more cautious when using the Internet. In addition, data from the current analysis also seeks to provide insight into which privacy-protecting behaviors are most likely to be used by teens and that are most strongly linked to concern for privacy. It is also intended to provide a useful comparison to a similar analysis performed by Sheehan and Hoy (1999) on a population of adults.
Hypotheses
In this analysis, we hypothesized that as teens' concern for privacy increases they will be more likely to adopt behaviors that aid in protecting their privacy and less likely to adopt behaviors that could reveal their private information. These hypotheses were based on the belief that a heightened concern about privacy will motivate teens to behave more cautiously when using the Internet. These hypotheses were also supported by the research of Sheehan and Hoy (1999) who found significant relationships between concern for privacy and privacy-protecting behaviors in a similar study conducted with adults.
Hypothesis 10: The more concerned an adolescent is with protecting his or her privacy, the less frequently he or she will read unsolicited e-mail. Hypothesis 11: The more concerned an adolescent is with protecting his or her privacy, the less frequently he or she will register at Web sites. Hypothesis 12: The more concerned an adolescent is with protecting his or her privacy, the more frequently he or she will provide inaccurate information when registering at Web sites. Hypothesis 13: The more concerned an adolescent is with protecting his or her privacy, the more often he or she will notify Internet service providers (ISP) about receiving unsolicited e-mails. Hypothesis 14: The more concerned an adolescent is with protecting his or her privacy, the more frequently he or she will request removal from e-mail lists. Hypothesis 15: The more concerned an adolescent is with protecting his or her privacy, the more frequently he or she will send the sender of unsolicited e-mails a highly negative response (e.g., "flaming").
METHOD Data Collection
Data for the current study were collected using a paper survey administered to all students in a midwestern high school. The human subjects' ethics committee at the University of London granted human subjects' approval. The questionnaire was 240 FAMILY AND CONSUMER SCIENCES RESEARCH JOURNAL administered over a 2-day period during "homeroom." Homeroom is a compulsory 20-min meeting each day-attendance is taken and all high school students are accounted for at this time. Each teacher was given the appropriate number of surveys and scan sheets in a numbered folder and specific instructions about how to administer the survey. Students completed the first one half of the survey during the first day and the second one half of the survey the second day. Respondents were informed of the purpose of the survey and were given the opportunity to win one of 25 $15 gift certificates for completing the questionnaire. Seven hundred and thirteen usable surveys were collected for a response rate of 61%. Missing values were deleted on a pairwise basis, and thus the valid sample size varies from analysis to analysis. For Analysis 1, 626 were determined to be valid (e.g., no missing values on the variables used in the analysis). In the six analyses performed in Analysis 2, the valid sample sizes ranged from 628 to 649. Four main age groups 14 years, 15 years, 16 years, 17 years are fairly evenly represented at 22.2%, 26.7%, 24.9%, and 18.6% of the sample, respectively. Few are age 13 and 19 years (2.4% and .4%, respectively) given typical entry age 14 years and exit age 17 years. There were 56% female, 44% male. The ethnic background of respondents was 80.7% White, 3.6% Black, 3.9% Hispanic, and 11.8% Other. Descriptive characteristics of the sample are presented in Table 1 . A limitation of the current study is that the data were collected from one high school in a midwestern city, and thus respondents may not be nationally representative.
Measures
Concern for privacy was measured using the scale developed by Sheehan and Hoy (1999) , which asked respondents to rate their level of concern with various Internet usage scenarios (the scale items for all constructs is in the appendix). The scale has 14 items and uses 7-point scales (1 = not concerned, 7 = extremely concerned). A reliability analysis on this scale indicated that one item had a very low interitem correlation (.2773) with the other items in the scale. As a result this item was deleted from the scale, and the coefficient alpha for the revised 13-item privacy measure is .90.
In terms of the predictors of privacy concern, age was measured in years (not with age brackets), and household size was assessed by asking respondents to indicate how many people (including themselves) live in their household. Internet usage was measured by combining the self-reported number of hours per week that respondents indicated they spent online at home and at school. Presence of an e-mail address was determined by asking respondents a yes or no question.
Interpersonal influences include parents and peer groups. Previously validated scales (Carlson et al., 1992; Carlson et al., 1990; Moschis, Prahasto, & Mitchell, 1986) were used to measure interpersonal influences including parents and peer groups. The concept-oriented family communication construct (parental influence) consisted of seven questions with a coefficient alpha reliability for this scale of .70. The socio-oriented family communication scale consisted of five questions. Both used 5-point scales (5 = very often, 1 = never). The alpha reliability for this scale was .76.
Susceptibility to peer influence was also measured using a previously validated scale (Bearden & Netemeyer, 1999) . Consistent with previous research, we used a 242 FAMILY AND CONSUMER SCIENCES RESEARCH JOURNAL 7-point scale (7 = strongly agree, 1 = strongly disagree). The alpha reliability of this scale was .85. Normative peer influence is also a summed index and contains nine items. The alpha reliability was .92.
The behaviors associated with protecting one's privacy were assessed using the measures developed by Sheehan and Hoy (1999) . Although this previously validated scale was used to measure privacy-protecting behaviors (Sheehan & Hoy, 1999) , the scale was developed for an adult segment and not the teen segment. We used the validated scale to make a comparison between the two studies; nevertheless, we recognize that teens may well engage in other behaviors to protect their privacy (please see Table 2 for the descriptive statistics for all the scales).
RESULTS
Analysis 1: Predictors of Adolescent Concern for Privacy
Hypotheses 1 through 9 were tested using hierarchical regression analysis. The dependent variable in the regression model was concern for privacy on the Internet among teens. The nine predictor variables were classified into two categories: sociostructural characteristics, (sex, age, and household size) and socialization agents (socio-oriented and concept-oriented family communication style, informative and normative peer influence, do they have an e-mail address, and how often are they online). In the hierarchical regression, the sociostructural characteristics were entered as the first block of predictor variables followed by the socialization agents. This was done so that relationships between the socialization agents and concern for privacy could be tested while controlling for differences in demographic background characteristics. The results of the hierarchical regression analysis are presented in Table 3 . The overall model was significant: F = 7.186 and p < .001. Five of the nine predictors were significant. All slopes were in the hypothesized direction thus providing support for five of the nine hypotheses (Hypothesis 2, Hypothesis 4, Hypothesis 6, Hypothesis 8, and Hypothesis 9). Collinearity diagnostics indicated that multicollinearity was not a problem in the regression model.
1
The results indicate teens' concern for privacy was positively related to the amount of time they spend online, the extent to which their family uses a conceptoriented communication style, and the extent to which they accept informative peer influence. The results also show that female teens are significantly more concerned about protecting their privacy than their male counterparts, and teens having an e-mail address are more concerned about their Internet privacy than teens without an e-mail address.
With regard to family communication styles, the results indicate that conceptoriented communication is more strongly related to concern for privacy than is socio-oriented communication. With regard to peer influences, the results indicate informative influence has a stronger impact than normative influence. Overall, the beta weights indicate that the biggest determinant of an adolescent's concern for privacy is the extent to which their family communication style is concept oriented, followed, in order, by the amount of time the teen spends online, having an e-mail address, susceptibility to informative peer influence, and gender. Thus, it appears teens most at risk for not protecting their privacy online are males whose families do not use a concept-oriented communication style, who are less frequent users of the Internet, and are less susceptible to informative peer influence.
Analysis 2: The Effect of Concern for Privacy on Privacy-Protecting Behaviors
Hypothesized relationships between concern for privacy and six privacyprotecting behaviors were tested using hierarchical regression analysis. This analysis technique was used because there was a concern that the bivariate relationships between concern for privacy and privacy-protecting behaviors may have been affected by how often a respondent used the Internet. Because the privacy-protecting behaviors were measured in terms of frequency of use, a low incidence of a behavior, such as infrequently notifying their Internet service providers (ISP) about unsolicited e-mails, could be caused either by a lack of concern about privacy or by a lack of opportunity to receive much unsolicited e-mail, if one rarely uses the Internet. To control for variation in the dependent variables (privacy-protecting behaviors) due to individual differences in Internet usage, the number of hours per week spent online at home and at school was used as a covariate. Thus, hierarchical regressions were run on each of the six privacy-protecting behaviors with total Internet usage entered into the model first before concern for privacy was entered. Hypotheses were considered to be supported if significant relationships were found between concern for privacy and privacy-protecting behaviors with total Internet use held constant.
The results of this analysis are presented in Table 4 . Four of the six privacyprotecting behaviors were significantly related to concern for privacy (Hypothesis 12, Hypothesis 13, Hypothesis 14, and Hypothesis 15 are supported). The two insignificant relationships were "high-risk" behaviors that were hypothesized to be negatively related to privacy concern: reading unsolicited e-mail and registering for Web sites. Of the four behaviors that were significantly related to concern for privacy, request removal from e-mail lists had the highest beta weight (.238) followed closely by notifying ISP's about unsolicited e-mails (.218). Providing inaccurate information when registering for Web sites and flaming entities that send unsolicited e-mails were also significantly related to concern for privacy.
Thus, concern for privacy appears most closely linked to requesting removal from e-mail lists and providing inaccurate information. This result suggests that Note: H = hypothesis.
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heightening adolescents' concern for their privacy can lead to a greater likelihood that teens will utilize these two privacy-protecting behaviors. Based on mean responses, the most commonly used privacy-protecting behavior by teens (regardless of level of concern) was providing inaccurate information (M = 3.52 of a possible 7) followed by requesting removal from lists (M = 3.03).
In comparing the means of this sample of adolescents with those of the adult population sampled by Sheehan and Hoy (1999) , the adolescent sample had higher means on all four privacy-protecting behaviors and lower means on the two privacy-divulging behaviors. Thus, there is some evidence that overall, teens may be more vigilant than adults with regard to privacy protection. The biggest discrepancies between the samples were observed on the behaviors providing inaccurate information (adults M = 2.14, adolescents M = 3.52) and flaming (adults M = 1.54, adolescents M = 2.11). Thus, there is some evidence that adolescents may be more likely than adults to rely on the less ethical approaches to protect their privacy such as lying and flaming. Figure 2 provides a comparison of our hypotheses and the corresponding outcome.
DISCUSSION
Results of Analysis 1 of the current study indicate the two biggest determinants of the development of concern for protecting privacy are the extent to which teens use the Internet and the degree to which their parents use concept-oriented family communication. The study also indicates that susceptibility to informative peer influence contributes to the development of privacy concern.
It appears that privacy concern is developed through communication with teens and not necessarily through rule setting. Conventional wisdom suggests that females are more communicative than males (Black, 2000; Jones, 1999) , and this may further validate the findings of the current study. These findings confirm similar results by Nowak and Phelps (1992) that link hearing about use or misuse of private information with increased levels of privacy concern. Results are also in line with studies that found a positive association between teens who rely on friends for consumer-based skills and knowledge (susceptibility to informative peer influence) and the development of skepticism to advertising (Mangleburg & Bristol, 1998) and materialism (Churchill & Moschis, 1979) .
Federal education agencies encourage parental involvement in education, and the current study shows parental communication with teens is positively associated with the development of privacy concern. The Parent Teacher Association (www.pta.org), U.S. Department of Education (www.ed.gov), and the National Education Association (www.nea.org) have all documented and collected data on the value and importance of parental involvement (as opposed to simple rule setting). All three have a dedicated area on their Web site that provides information for parents to encourage them to communicate with their children and to get involved in their school activities. Studies show these practices result in children who do better in school and go farther in school (Henderson & Berla, 1994) . These studies show a family environment dedicated to fostering learning is more important to academic achievement than income, educational level, or cultural background (Henderson & Berla, 1994) .
The results of Analysis 2 clearly supports the proposition that increasing adolescents' concern for their online privacy leads to greater use of privacy-protecting behaviors. Based on mean responses, teens appear to use two privacy-protecting behaviors most often-first, requesting their e-mail address be removed from e-mail lists, and second, providing inaccurate information. Less frequently, they notify ISP's about unsolicited e-mail and "flame" senders of spam. Our findings differ somewhat from Sheehan and Hoy (1999) who used adults in their sample. Adults rated high on not reading unsolicited e-mail, not registering for Web sites, and requesting removal from e-mail lists as their top privacy-protecting behaviors. It appears adults may be somewhat more proactive in their approach to privacy protection. Four of six privacy-protecting behaviors teens used resulted in mean scores higher than the adults in Sheehan and Hoy's study (1999) (those listed above).
IMPLICATIONS
Policy makers should encourage parents and educators to educate, and communicate, with teens about the advantages and disadvantages of appropriate privacy-protecting behaviors on the Internet. They should also educate parents about the risks of their teens divulging private information so this information can be disseminated to their teenagers. For example, though requesting name removal is a reasonable reaction, it may or may not be effective. Recent reports suggest that some spammers use e-mail removal requests to verify the authenticity of e-mail addresses and do not remove the e-mail address but instead sell verified addresses to third parties (Greenspan & Morrissey, 2002) . 
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Similarly, the act of "flaming," sending an extremely negative reply back to the spammer, may have more disadvantages than advantages. First flaming is regarded as "uncivil" and "rude" by those specializing in "netiquette" (Minerd, 2002) . Moreover, there is no research that shows that flaming is an effective tool against spamming or invasion of privacy. Results of the analysis show teens favor flaming to notifying the ISP about unwanted e-mail; however, because ISPs have a vested interest in keeping spamming levels low and user information private, clearly notification behavior is more desirable and effective than flaming behavior. Although flaming behavior may be an extreme privacy-protecting behavior, left unchecked, individual flaming may elevate to excessive forms of flaming particularly given the number of Web sites selling flaming software.
Parents should be educated to communicate to teens that asking for their e-mail address to be removed from a list is not always an effective means of protecting their privacy. Publicly funded education programs for parents should be modeled to follow the Elementary and Secondary Act (EASA), Individuals with Disabilities Education Act (IDEA), and No Child Left Behind (NCLB) programs that require either parental involvement or parental disclosure. One possibility is to tie state or federal school funding for computers and technology to mandatory instruction about safe computer use; this instruction should also require a parental component that, at the very least, informs parents about the role they should play in protecting their teens' personal data when their teens use the Internet. Parents should be encouraged to talk to teens about why and how they should protect their privacy online-this is different from the generally accepted practice of keeping the computer in a "family room" or other public family space. Kehoe et al. (1997) found children have a false sense of security because they access the Internet from the privacy of home. Parents should be educated that simply moving the computer to another room does not ensure their child's privacy will be protectedrule setting without discussion and communication will not work.
CONCLUSION
In the current study, we explored the factors that lead to increased privacy concern among teens. Policy makers, educators, and marketers should encourage parents to openly discuss and debate appropriate and inappropriate Internet use particularly with regard to protecting personal privacy (as opposed to relying on rule setting by parents for their protection). More research is warranted to explore other factors that may be related to the development of privacy concern in adolescents such as parents' socioeconomic status, education, and experience with the Internet. The current study found a relationship between concept-oriented parenting communication and the presence of privacy concern. More research is warranted to determine if a relationship exists between the development of privacy concern and combinations of socio-and concept-oriented family communication using the four-cell typology offered by Moschis (1985) including those teens who have little communication with parents (no socio-or concept-oriented family communication). Finally, research is needed to investigate the advantages and disadvantages of privacy-protecting behaviors that assist in protecting consumers against the risk of privacy invasion.
